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OPERATIONAL REQUIREMENTS
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INATO STRATEGIC CONCERT:

cto prevent crisesyto manage conflicts ‘and
Stabilize post-conflict situation®™tworking
more closely,with®™®¥the United Nations'and
the European Union? } H

rUTILIZING GEOPOLITICAL

REALITIES:Scross point for, SE Europe;
Balkans; Caucasus; Black Seatregion, Middle
East

BULGARIA: secure and safe,a bridge
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neighbors




Top 5 Security Challenges for the Next 5 Years
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Compiling the NATO Exercise Management
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Disasters & Climate Change Implications

Hydrological
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*The human cost of weather related disasters —
Centre of research of epidemiology of disasters (CRED)
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Number of weather related disasters

Number of hydro-
climato-meteorological
disasters

1-25
B 26-69
B 70-163
W 164-472
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Flood

Drought

Storm

Extreme tempﬁrature
Landslide & Wildfire

! Rodriguez-Llanes, M., Ranjan-Dash, S, Degomme. O, Mukho
padhyay, A, Guha-Sapir, D (2011). "Child malnutrition and
recurrent flooding in rural eastern India: a3 community-based

survey”. BM] Open 2001;1: e000105.
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Number of people killed in disasters type

B Storm

B Extreme temperature
B Flood

B Drought

B Landslide & Wildfire

. 27%
40% 164,000

242,000
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Building resilience in society

Reaffirm commitments under the North Atlantic Treaty,/

Commit to improve resilience through working in five
critical areas;

Reaffirm the primary responsibility of nations to achieve
resilience whilst stressing the need for coherent NATO
support to assess and facilitate national progress,;

Note that actions and commitments by Allies in other
International bodies will also contribute to enhance
resilience and stress that appropriate engagement is
needed.



Building resilience in society

1. \assured continuity of government and critical government
services;

2. resilient energy supplies;

-

ability to deal effectively with the uncontrolled movement
of people;

resilient food and water resources;

ability to deal with mass casualties;

resilient communications systems,;

S

resilient transportation systems.



Building resilience in society

Impact
Resilience

/

- Hostility of the environment;
, - History and precedents;
impact | fime _ Culture;
restience - Education and training;
- Ethic values;
- Financial status.

Time

R=k1*Env+k2*Hist+k3*Cult+k4*Edu+k5*Ethic+k6Fin



Building resilience in society
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Integrated (Distributed) CDMP &CCI Simulation Platform

Management Framework — Management Framework includes the Integrated
Management Cycle. Considering the training specific features and the best
practices, the framework has been developed on the conceptual basis of the
project management.

Simulation Framework — application of a federated approach based on High
Level Architecture (HLA), but could include also Distributed Interactive
Simulation (DIS) and Test and Training Enabling Architecture (TENA);
Modelling and Simulation Tools - tools including modelling and simulation of
CBRN, flooding and earthquake effects during crises, crowd movement models
and modelling of civil emergency services, etc.;

Environment Representation - including terrain, weather conditions and
infrastructure;

Training Audience with their C4l real tools including decision and situational
assessment tools, also visualization, simulation control and analysis tools;

ICT Infrastructure — including hardware, basic software and connectivity for
supporting the functioning of the Training Environment.
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Academia

Integrated (Distributed) CDMP &CCI Simulation Platform

“Concept Dev. Lab”

Scenarios
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Experiment
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Experiment
Analysis

Lessons Learned

“Training Lab”

Training
Managers

Training
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Training
Analysis

Academia




Decision Making Support and Data Analysis

platform for CMDR and Climate Change
(M&S Support for CMDR Processes and CCI)

The aim of the project is to develop a technical architecture capable of
supporting and conducting CDM exercises and analysis.

It should be established with several crisis management and disaster response
tools and simulations that are supported by NATO and enable non-military type
operations.

The software environment should enable to

provide:

- distributed environment including HLA and
DIS

- automated data collection,

- engine for modeling with defined triggers,

- C2 logic and SOPs implementation;

- a dynamically generated plan for
Crisis/Disaster Response,

- prognosticate and Climate Change analyses
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Presentation Notes
The 2015 Gap Analysis Report serves as the foundation for the development of the 2015 Action Plan (AP) on M&S in support of military training. Science, Technology, Modelling & Simulation Branch NATO HQ SACT and CMDR COE staff realized, that there is a gap in NATO computer supported capabilities dealing with big events with negative impact over human society like crisis and disastersas well evaluation of Climate Change. A CMDR COE Staff started working on the project for creating of technical platform using M&S for conducting of experimentations, tests and CAXs and training in the area of CMDR and Climate Change. 

The aim of the project is to develop a technical platform capable of supporting and conducting crisis management and disaster response exercises and analysis. It should be established with several crisis management and disaster response tools and simulations that are unique to NATO and enable non-military type operations. The software environment should enable to provide:
distributed environment including HLA and DIS
automated data collection, 
engine for modeling with defined triggers,
C2 logic and SOPs implementation;
a dynamically generated plan for Crisis/Disaster Response,
prognosticate and Climate Change analyses 
The main purpose of the software environment is not to substitute the human of the crisis management. The main goal is to reduce the number of the problems on which the human should be focusing on.



Decision Making Support and Data Analysis
platform for CMDR and Climate Change

The timeline would be linked to the operational support for key events in
the crisis management and disaster response community (NATO CMX,
EADRCC exercises, SEESIM, VIKING, other) as the major initial
operational capability (I0C) milestone.

Phase 1 — twelve (12) months in length and result in the development and approval of the
Master Plan to guide and direct this project.

Phase 2 — twelve (12) months is length and result in the initial operational capability (I0OC).
Planning experimentation, testing and training for CMXs would be conducted as well during
this phase.

Phase 3 — twelve (12) months is length and result successful support and execution of CM
exercises and analysis efforts as part of the operational support of the crisis management
and disaster response technical platform.
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The timeline would be linked to the operational support for key events in the crisis management and disaster response community (NATO CMX, EADRCC exercises, SEESIM, VIKING, other) as the major initial operational capability (IOC) milestone. Having the Technical platform available to support it would go far to ensure the success of that key event. 
The three (3) phases for this project will be synchronized and overlapped to move forward at the more rapid pace possible.
 
Phase 1 – twelve (12) months in length and result in the development and approval of the Master Plan to guide and direct this project. It would also produce all the requirements, identifying the products and specifications for support the crisis management and disaster response technical platform.
 
Phase 2 – twelve (12) months is length and result in the initial operational capability (IOC) of the crisis management and disaster response technical platform. Planning experimentation, testing and training for CMXs would be conducted as well during this phase.
 
Phase 3 – twelve (12) months is length and result successful support and execution of CM exercises and analysis efforts as part of the operational support of the crisis management and disaster response technical platform. During this phase, experienced subject matter experts in the operational use in support of real-world customers would support the platform. They would also conduct advance training in the use of the fielded simulations and tools.


Decision Making Support and Data Analysis
platform for CMDR and Climate Change

TOPICS TO BE COVERED:

Database for storage and management of the information and data related with crisis
and disasters.
Capability for determination of players, objects, infrastructures, systems. Should be
defined: location, form, vulnerability, relations with other objects/systems. Capability for
data import from different sources like GEO information.
Capability for implementation of control logic (command and control system, decision
making and supporting system)
Capabilities for modeling and simulation of crisis and disaster events

v" Module for modeling environment parameters under defined initial conditions

v" Engine for model generation based on statistical data

v' Replay the events using the stored information into the database.
Capability for education and training
Artificial intellect for simulating actions of individual or collective players
Report generating module for the environmental parameters
Integration with other used in NATO software tools.
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TOPICS TO BE COVERED:
The project consists of following tasks, some of them enabling parallel development:
Database for storage and management of the information and data related with crisis and disasters.
Capability for determination of players, objects, infrastructures, systems. Should be defined: location, form, vulnerability, relations with other objects/systems. Capability for data import from different sources like GEO information.
Capability for implementation of control logic (command and control system, decision making and supporting system)
Capabilities for modeling and simulation of crisis and disaster events
Module for modeling environment parameters under defined initial conditions 
Engine for model generation based on statistical data
Replay the events using the stored information into the database.
Capability for education and training
Artificial intellect for simulating actions of individual or collective players 
Report generating module for the environmental parameters
Integration with other used in NATO software tools.
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Presentation Notes
Input Data Module - database for statistical (history) and real-time data. The database should have standard properties and interface.



Module for Disaster Modelling
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Disaster Model Engine – combines input interface (accept data from the database), disaster model repository (as many as possible mathematical representations of different types disasters), output interface. The output interface should be able to send information in varied formats – text reports, e-mails, HLA objects, etc.



Defined Thresholds
for certain objects
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Effects; Influence on; Relations with...
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Decision-Making Support Module – database with fragmented SOPs and defined triggers for disaster alerts and response. To each elementary action of the SOPs, will be added metadata containing: relevance to event, priority and sequence, dependences.
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Filtering and Distribution Module – will filter the relevant elementary response actions and will dynamically generate proposal for Response Plan or Prevention and Preparedness Measures proposal. The generated analysis and disaster development forecasts will be distributed to defined clients.



Module for Disaster Modelling — e s -
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The Technical architecture should collect database from mathematical models for different disasters types which will be visualize in an interface. The collected results will be compared with statistical and historical data from already happened event. Depending on constant indexes as infrastructure, Geographic Information Systems, vegetation, and others will be shown a probability in percent for exactness of the model. The Human impacts will be assessed by a taken decisions from the decision makers. In that way the architecture will define the accuracy of different models for different disasters and every one decision maker could prefer what kind of model to choose to work for different situations. 
A disaster risk management assessment will be made depending of the task, through the operation planning phase, statistical data or through the operation with the real time field data will be used. Firstly the architecture will be tested through training and exercises and if the result are contented will be implemented in operational work on operational (strategic) level.
The repository with disasters models will be connected through HLA with federated simulation systems and tools proved there usable for different disasters or crisis. The calculated results from the models will be published in the simulations as objects. For that purpose separated Federated Objects Models (FOM) for different disasters should be created.


What is FOM

“In the context of distributed simulation, a Federation is a union of
essentially independent applications (Federate) interoperating
using common infrastructure services accessed through well-
defined standard interfaces and governed by common agreements
on modelling responsibilities and information exchange. A High-
Level Architecture (HLA) Evolved Federation is a federation
using the HLA standard (IEEE 1516-2010) to specify available
Infrastructure services and APIs for accessing them. The HLA
standard also specifies how to document information exchange
using a Federation Object Model (FOM).”

AMSP-04 NATO Education and Training Network

Federation Architecture and FOM Design
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According the AMSP-04, a Federation is a union of essentially independent applications (Federate) interoperating using common infrastructure services accessed through well-defined standard interfaces and governed by common agreements on modelling responsibilities and information exchange. A High-Level Architecture (HLA) Evolved Federation is a federation using the HLA standard (IEEE 1516-2010) to specify available infrastructure services and APIs for accessing them. The HLA standard also specifies how to document information exchange using a Federation Object Model (FOM). AMSP-04 NATO Education and Training Network Federation Architecture and FOM Design
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Presenter
Presentation Notes

Different FOMs for transportation, storage, supply, repair, entities and other are created till now but we don’t have any for disasters except CBRN FOM. Creation of that kind FOMs will extrapolate the work of Architecture.

Extending a FOM Module with additional subclasses provides the possibility to add extra attributes/parameters at the more specific class level. Exchange of information using this more specific
level can take place between federates publishing and subscribing to this level.

Debatable is the question to be created a separate class for the disaster or on the base of meteorological and hydrological data to generate different type disasters. To be created classes for meteorological and hydrological or classes for disasters? In our opinion is better to have separate disasters classes because they will be stepped on separate standard base and models will be identified and not be hide behind the simulation. Easy could be changed and is not necessary the simulation to make the calculations. They will be classes with exact parameters which could be generated for any kind of simulations.



Decision Making Support and Data Analysis
platform for CMDR and Climate Change

DELIVERABLE AND/OR END PRODUCT:

« Concept/SOP for automatic data collection and analysis in complex
environment.

« Standardized Database for forces and resources data storage.

 Models of human society environments.

* Models of crisis/disasters evolution.

o Computer formalization of Command and Control logic for
Crisis/Disaster Response.

« Technical platform for information/data collection, update and analysis,
reports generation and dynamic response plan.

« To provide distributed environment for all deliverables mentioned
above.
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DELIVERABLE AND/OR END PRODUCT:
Concept/SOP for automatic data collection and analysis in complex environment.
Standardized Database for forces and resources data storage.
Models of human society environments.
Models of crisis/disasters evolution.
Computer formalization of Command and Control logic for Crisis/Disaster Response.
Technical platform for information/data collection, update and analysis, reports generation and dynamic response plan.
To provide distributed environment for all deliverables mentioned above.



Decision Making Support and Data Analysis
platform for CMDR and Climate Change

TECHNICAL TEAM LEADER AND LEAD NATION:

Lead Nations: BGR; CMDR COE
Nations Willing/Invited to Participate:

- NATO Nations and Bodies:all NATO Nations and Bodies invited

- PfP Nations: all PfP nations invited

- Global Partners: all GP nations invited

- Contact / Other Nations: NCIA, ACT, JWC, JFTC, all NATO
organizations related to M&S, industry are invited

- Confirmed participation: AUT, BGR, GER; SLO; USA; MS CoE, CMDR
COE; JCBRN COE; JFTC; NCIA; ACT

- TBC: ITA; POL, GRE, NLD; GBR; IBM: IABG;
Bohemia interactive
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TECHNICAL TEAM LEADER AND LEAD NATION: 
Lead Nations: BGR; CMDR COE
Mentor:  
Nations Willing/Invited to Participate: 
NATO Nations and Bodies:	all NATO Nations and Bodies invited
PfP Nations:			all PfP nations invited
Global Partners:		all GP nations invited
Contact / Other Nations:	NCIA, ACT, JWC, JFTC, all NATO organizations related to M&S, industry  (e.g., M&S CoE) are invited
Confirmed participation:		AUT, BGR, GER; SLO; USA; MS CoE, CMDR COE; JCBRN COE; JFTC; NCIA; ACT
TBC:  	ITA; POL, GRE, NLD; GBR; IBM: IABG; Bohemia interactive
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ORLIN-NIKOLOV |COL (OF-5), BGR-AF
CMDR COE Chief of Capabilities Branch
Office: +359 2 92 24705
orlin.nikolov@cmdrcoe.org
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